
Data Exposure Assessment
Proactively detect breaches before they happen, and minimise your 

online data exposure, with dark web and intelligence experts.

Next to phishing, stolen credentials are the leading 

cause of compromises. 

CyberCX Intelligence can find your organisation’s and employees’ 
credentials online before a criminal does. This gives you options 
to respond quickly to manage associated risks. Our approach 
combines the speed and comprehensiveness of automation, with 
the flexibility of human searching and analysis across a range of 
dark, deep and clear web sources.
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Ideal for

Any organisation, big or small, as an essential and affordable 
annual cyber hygiene activity.

Any organisation that suspects (or knows) their data has been 
involved in a breach.

Assurance and risk management at any time of heightened 
risk, like a high-profile business change (e.g. M&A, IPO, launch 
of a new digital product or service). 

CyberCX Intelligence is a unique Australia and New Zealand (AUNZ) 
capability, with unparalleled visibility into our region. Embedded in 
the region’s leading cyber and cloud services company, we have the 
information, access and context to give our customers a decision 
advantage. 

CyberCX Intelligence customers receive actionable, contextualised 
intelligence, analysed by experts in the AUNZ threat landscape.  
Our insights are relevant to your geography, sector and 
organisation. And they’re written in Plain English, able to influence 
executive leaders and quickly inform operational teams.

Empower yourself and your organisation with a two-way 
intelligence partnership, designed for your organisation and how 
you plan to use it.

Why CyberCX Intelligence?

Organisational benefits:

Prevent cyber attacks

Both criminal and nation-state threat 
actors actively search for leaked 
credentials to use in cyber attacks. 
Seize the chance to be proactive by 
identifying, and actively managing, 
your organisation’s data exposure.

Confidence about the extent of 

your organisation’s exposure

The rate of data breaches is growing. 
If your organisation (or staff) has been 
affected by a breach, gain assurance 
about what was exposed.

The benefit of the human touch
Threat actors change their means 
of communication and tradecraft 
regularly. When criminals change, 
we do too. Automated platforms can 
be slower to adjust their aperture to 
suit the evolving Australian and New 
Zealand threat landscape. 

Scalable to most sizes, budgets

We will find a cadence and scope to 
make this service accessible to as 
many AUNZ organisations as we can.



Dedicated, experienced 
analysts you can rely on

Intelligence analysts with 3+ 
decades’ combined experience 
in complex cyber crime and dark 
web investigations, who’ll surge 
quickly as an extension of your 
team.

The largest team focussed on 
Australia and New Zealand cyber 
intelligence, trusted by some of 
our region’s biggest brands in the 
private and public sector.

Dozens of Data Exposure 
Assessments completed 
already this year, covering 
major financial institutions, 
critical infrastructure operators, 
government departments and 
diverse companies. In every case, 
we found high-value information 
our customer wasn’t aware of. 

Every year, CyberCX Intelligence 
issues 100+ proactive 
notifications to Australian and 
New Zealand organisations 
when we find information that 
indicates an imminent or in-
progress breach. In several 
cases, we have let organisations 
avoid harm, or to detect and 
contain an active threat.

Investment

One-off

Point in time assessment

Visibility across corporate domain, 
key persons, platforms and other 
search terms

Immediate alerting on threats

Comprehensive report with 
mitigation advice.

$10k

What does a CyberCX Intelligence Data 
Exposure Assessment offer?

Phase 1: Discovery

Designed for organisations that require a detailed understanding 
of where they are positioned against the DISP eligibility criteria. 
Our team will help you identify what gaps you have and provide 
a comprehensive report that details a list of prioritised closure 
recommendations.

Phase 2: Assessment

We conduct reconnaissance, intelligence collection and 
intelligence analysis to find your data. In addition to examining 
traditional open sources, we search:

Criminal sharing platforms

Online code sharing repositories, paste sites and document 
sharing sites

Leak sites used by cyber extortion groups

Closed forums used by threat actors, such as Telegram 
channels.

Phase 3: Findings and recommendations

It’s not uncommon for us to find information indicating an imminent 
or in-progress breach. If we do, you’ll know as soon as we do. 

After our assessment, you’ll receive a final report with detailed 
findings and recommendations for risk mitigation. Our final reports 
include an executive summary written for senior management, as 
well as more detailed information for technical stakeholders.

Additional options

CyberCX Intelligence also offers ongoing data exposure monitoring 
for a fixed period (e.g. during a higher risk business change or 
product launch) or indefinitely. We can also surge quickly if you’ve 
been affected by a third party data breach to triage the impacts of 
any exposed data. Talk to us to design a solution to fits your needs.
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Quarterly

Initial historic deep 
background scan

Ongoing quarterly top up 
scans and reporting

Proactive alerting of 
domain mentions on 
criminal forums.

$25k

Monitoring

Initial historic deep background scan

Year round business hours alerting 
of detection of corporate domain or 
search terms

Monthly reporting including cyber 
crime trends globally, within AUNZ 
and sector.

$60k



Contact us to find out how CyberCX can 
boost the cyber security skills of your 
entire organisation.

About CyberCX

CyberCX is the leading provider of professional cyber security and cloud services across Australia and 
New Zealand. With a workforce of over 1,300 professionals, we are a trusted partner to private and 
public sector organisations helping our customers confidently manage cyber risk, respond to incidents 
and build resilience in an increasingly complex and challenging threat environment.

Through our end-to-end range of cyber and cloud capabilities, CyberCX empowers our customers to 
securely accelerate opportunities in the digital economy. 

Our expertise is represented across 12 cyber security and cloud practices:

Strategy & Consulting

Governance, Risk & Compliance

Security Testing & Assurance

Privacy Advisory

Identity & Access Management

Network & Infrastructure Solutions

Cloud Security & Solutions

Managed Security Services

Cyber Capability, Training & Education

Cyber Intelligence

Digital Forensics & Incident Response

Cyber Strategic Communications

cybercx.com.au 1300 031 274


