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The status quo hasn’t worke

N The only accurate prediction we have eve
’ made, is that we will fail to predict what
comes next.



an we use curiosity, mentoring,
ersonalisation & simplicity?

© CyberCX 2023




Cyber Characteristics

Threat Actors INDIVIDUALS HACKTIVISTS ORGANISED
CRIMINALS
Cyber Effects 8 @ ! p \ﬂ
Unauthorised Denial of Data Vulnerability
Access Service Exfil Exploitation Malware
Controls Appetite Strategy Compliance Triggers/ Culture
(efficient & effective) Intelligence
Vectors Staff Mobile Devices Network Access Suppliers and Partners
Perimeter & Cloud
Impacts Revenue Critical Operational Data Theft Reputation Damage
Lol Failure Disruption Identity Theft
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Cyber Characteristics

Threat Actors
Cyber Effects 8
Unauthorised
Access
Controls Password
Management
Vectors Staff
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Loss

INDIVIDUALS
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Denial of
Service

Multifactor

Authentication

Mobile Devices

Critical
Failure

HACKTIVISTS ORGANISED
CRIMINALS
AN CS : \ﬂ/
Data Vulnerability
Exfil Exploitation Malware
USB Control R Phishing Resilience
Change
Network Access Suppliers and Partners
Operational Data Theft Reputation Damage
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Emotional Impact
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E Unauthorised Access

Unauthorised access relates to gaining access to
your legitimate account, or gaining privilege
escalation

Case Study

® TARGET




E Unauthorised Access

159357
jackie
1998
1234563
789456
turtle

horny
abcdl234 zcount?

scorpion

qQazZwsxedc PaSSWOI’dS.X|S
181818 Next
butter

carlos

passwordl

eams!
ace for teams to
work together.

\Welcome to Microsoft T
A happier pl

Sign-in address

Get help with signing i
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Unauthorised Access
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Username:

Password:

& lar

&

NORTHERN

ELECTRIC

Jane.Doe@northernelectric.com.au

NorthernElectric2023!

bc4b9b87b5226535924e4914eb356d£6

€D MyHeritage iﬁmyspace‘@

a place for friends

92 Million 359 Million
Linked[[]) A\ Adobe
164 Million 152 Million

stockx

6.8 Million



E Unauthorised Access
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NorthernElectric2023! bc4b9b87. sb356d£f6

NorthernElectric2022! 313af749 3ccfc259

bc4b9b87] :b356d£f6

NorthernElectric2023!




Context Relevant
Dictionary

=  Northern

= Electric
=  Melbourne
= Electricity

=  Transmission
= Generation
=  Power

£ | can try 85,000,000,000 passwords (hashes) per second”’’

©

Dictionary

Dictionary + Rules

welcome
Technology
sneaky

W3lcom3
welcome2021
sn3aky21?

Onn

Statistically
Common Masks

ULLLLLLNNN
ULLLLNNS

Chains

Welcomecat2021
Catwelcome2021
2021welcomecat

o

Brute Force

Any 7 Chars = sub 1 minute
Any 8 Chars = 2 days

Any 9 Chars = 10 years

Any 10 Chars= 1000 years



Welcom01
welcome0O1
Welcome0O1
Welcome0108
welcome02
Welcome02
WelcomeO3
welcome05
Welcome05
welcome06
Welcome06
Welcome07
WelcomeO7WelcomeO7
Welcomel0
Welcomell
Welcome12345678
Welcomel5!
Welcome27
Welcome333
Welcome&7
Welcome888

WelcomepasswordO1
welcometoworkplacel
welcometomyworld
WelcomeWelcome06
Welcomewelcome07
WelcomeWelcomel
Welcomewelcomel7
WelcomeWelcome92
WelOct18

PasswOrd3
Password!00
password01
Password01
_Password08
Password1
Password?2
Password25
Password97!
passwordpassword
P@sswOrd
P@SswOrd1

Qu3stSpOtllght
r3s0urc3

R3s0urc3

r3sOurc31
R3s0urc3Mailbox
R3sOurce
RadelaideRadelaide
RandomP@sswOrd
Rangers1215
rangerstillidie
ratherbecamping
ReclinerRecliner
redcarsgoesfaster
Reddevil1234567
redorangeyellowblue
ResOurc3
ResOurc31
ihavealongpassword
iloveaustralia4
ilovechocolate!
lloveeating1973

llovemercedes43

| love my family
ilovemyfamilyalot
llovepasswords2018
ilovesummer4444
ilovethemondays
ilovetheweekend
lluvcag77
Incorrectpassword
Indiaisgreat4ever
Indiais_thebest
InformationtecO1
Islandinthesun01
January2015!

GuttermouthGuttermouth6

Gypsy#1968
Happinessforever94
Happylife001
happynewyear2019
HarleyDavidson11
Harleydavidson17

havelniceday!
HeavensdeclareO1
highvoltage2018
Holdenmonaro001
wOrkplace8
WOrkPlaceSA1
easternstandard
workplace!
workplace0119!
workplace01555
workplace0919!
workplacel
workplacel
workplace1003
workplace102018
workplace12345
workplace@22
workplace22
workplace3
workplace31968
workplace//4

workplace @spf3
Industry00
Industry01
Industry02
Industry03
Industry04
Industry05
Industry06
IndustryQ7
Industry08
Industry09
Industry10
Industryl1
Industry12
Ch3ckmat3s
Ch3ckpO1nt
chairsandtables2019
Changeapasswordl
ChangeMe!
changepasswordl



"A7 Unauthorised Access

0
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Linked [[}}

Jane.doe@northernelectric.com.au

bc4b9b87b5226535924e4914eb356d£6

21 random characters = 100 million years

Jane.doe@northernelectric.com.au

northernelectric + 1-4 digits + special char = How long?

NorthernElectric2023!
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& Windows PowarShall

>>.\hashcat -a3 1000 bcUb9b87b522653592Uel91Ueb356df6 -1 nN -2 eE ?lorthern?2lectric?d?d?d?d?s otfi ath demo.pot

N




CyberCX

Thank you.

yberCX - CONFIDENTIAL



	COMFORT IN CHAOS: Building cyber acumen in senior decision makers
	The status quo hasn’t worked.��
	Can we use fear?�Can we use statistics?�Can we use risk?�Can we use regulation?�Can we use curiosity, mentoring, personalisation & simplicity?
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Thank you.

