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Board and Executive level

cyber resilience training

The release of the Australian Government’s 2020 cyber security
strateqy calls for greater accountability at Board level, whilst

requiring leadership to build a cyber skilled workforce.

To ensure businesses continue to grow sustainably, boards and directors must address cyber
challenges, opportunities and risks alongside other threats. Cyber security is a primary business risk

that demands a comprehensive leadership focus.

Who should engage?

Board members, executives and senior managers.

J What we target

= In person onsite, remote by video or out of hours.

Why CyberCX Training?

Boards who take cyber security risk seriously are uniquely
positioned to help manage cyber security risk. CyberCX has
developed training that addresses the specific needs of
Boards, and also the executive leadership of the business, to
operate a cyber resilient organisation.

Our training addresses the requirements of regulators such
as Australian Securities & Investments Commission (ASIC)
and Australian Prudential Regulation Authority (APRA).

We cover the current threat landscape, cyber objectives,
compliance, obligations and changes, and your
responsibilities in managing cyber risk. This training delivers
the essential knowledge, skills and understanding to equip
senior executive with the tools they need to meet current
and future regulation and legislation.
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This training workshop will
enable participants to:

Gain an understanding of
the Australian 2020 Cyber
Strategy and how it relates
to you.

Understand the roles and
responsibilities of the
Board in the context of
cyber security risks.

Understand the cyber
threat landscape.

Equip executives with the
knowledge required to lead
and make informed cyber
risk decisions.

Define a strategy to deliver
cyber resilience.

Grow a cyber skilled
workforce.



For Boards:

> We assist the Board in understanding the cyber security
risks faced by the organisation, how current efforts
are addressing those risks, and how to interpret the
information reported to them through Board updates.

> The Board are ultimately responsible and accountable
for the organisation’s cyber security and CyberCX'’s
expert insight will help the Board to be more effective
in discharging this responsibility.

For Executives:

> We provide context to cyber resilience for leaders from
a non cyber background.

> We develop your situational awareness analytical skills
to ensure you grow a cyber skilled workforce.

> We enable you to evaluate the maturity of your incident
management function, specifically in relation to cyber
incidents such as hacking and data loss.

Our training offerings are contemporary and exciting
using the most advanced, industry proven techniques for
accelerated learning development.

CyberCX’s focused cyber resilience workshops include:

> Cyber crisis simulations — moderated and self-paced,
with score card reporting and learning development
needs identification

> Gamified risk modelling and attack analysis

> Cyber security war games, where we explore cyber
incidents and data breaches

Our training will help you:

> Understand cyber security risks language

> Develop risk mitigation strategies

About CyberCX

CyberCX is Australia’s leading independent cyber security services company.

Training and Education
that you can rely on

> Training delivered by our
industry leading practitioners
for senior executives and Board
members.

> Knowledge of what is needed
to navigate the cyber landscape
for non cyber individuals.

> Expertise delivering context-
rich training and education
across industry. Whether
that be banking and finance,
higher education, critical
national infrastructure,
retail, telecommunications
government, military or the
intelligence sectors.

> Solutions purpose-built to

deliver results by helping
acquire, retain, develop and
enhance knowledge, skills and
understanding.

> Highly flexible options and

delivery methods designed to
deliver the right training in the
right way that is highly relevant
and effective for the target
audience.

> Highly qualified and globally

recognised cyber security
trainers and experts.

> Dedicated program managers

to coordinate planning, training
activities and improvement
tracking.

CyberCX delivers end-to-end cyber security services and Australia’s best cyber security talent with the most
comprehensive range of cyber security services to business, enterprise and government.

Contact us to find out how CyberCX can
boost the cyber security skills of your entire
organisation.

www.cybercx.com.au

. 1300031 274




